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ABSTRACT 

In this work, ECC Eaack approach of adaptive acknowlege for MANET.The designing ECC 
scheme targeting to detect the mailicious attack to implement the packect deliver ratio and 
energy and compare analysis & performance analysis approach, ECC expansion is various 
malicious behavior attack & detection rates & dedicated random deployment node in the 
interconnect to improve packet density  ratio with optimaztion for MANET 
. 
Index Terms—Digital signature, digital signature algorithm (DSA), Enhanced Adaptive 
Acknowledgment (AACK) (EAACK), ECC-Ellitiplical Cryptography. 

--------------------------------------------------------------------------------------------------------------- 

I.INTRODUCTION 
 

An internetworking is a collection of individual 
networks, connected by intermediate 
networking devices that function as a single 
large network. It is refer to the industry, 
product, and procedure that meet the challenges 
of creating and administering internetworks. 
Wireless network is now the medium of choice 
for many applications. MANET is mobile adhoc 
network combine wireless communication with 
a high degree of node .MOBILE  Ad hoc 
networks (MANETs) are usually formed by a 
group of mobile nodes, interconnected via 
wirelesslinks,which agree to cooperate and 
forward each other’s.  

One of the basic assumptions for the design of 
routing protocols in MANET is an every node is 
honest & cooperative. MANET’s distributed 
architecture and changing topology, a traditional 
centralized monitoring technique is no longer 
feasible in MANETs. It is formed by a set of 
mobile- hosts which communication in air 
medium. It support in structural and un-
structural networks. Network nodes in MANETs 
are free to move randomly .Therefore the 
network topology of MANET may change 
rapidly and unpredictably. 
 
All network activities, such discovering the 
topology and delivered data packet, have to be 
executed by the nodes themselves, either 
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individually or collectively.Depenting on it is 
application , the structure of a MANET may 
vary from a small, static network that is highly 
power-constrained to a large-scale, mobile, 
highly dynamic network.There are two type of  
MANETs: closed and open. Such as emergency 
search or military and law enforcement 
opeartions.In an open MANET different goals 
share their resources are consumed quickly as 
the nodes participate battery power is 
considered to be most important in a mobile 
environment. 
 
Due to the lack of physical protection and 
reliable medium access mechanism, packet 
dropping attack represents a serious threat to the 
routing function in MANETs. Consequently, all 
the routes passing through this node fail to 
establish a correct routing path between the 
source anddestination nodes. 
Power is considered to be most important in a 
mobile environment.Electing MANETs 
distributed architure and changing topology, a 
traditional centralized monitoring technique is 
no longer feasible in MANET.Manet is very 
nature are more vulnerable to attack than wired 
networks.  
 
It have generally different resource and the 
computational capacities  Advantage of 
MANET is limited to range of transmission and 
maintain mobity, Allow data communication 
between different parties and free to move 
randomly and it is not fixed infrastructure. 
Applications are critical application like military 
surveillance, Emergency and secure cyber 
encryption. 
 
II. RELATED WORK 

 
In [1], Optimization of common for adhoc 
realizable in industrial network. Our proposed 
scheme is determine intermediate device 
control layer with support mesh toplogy and 
power awareness at increse the network life 
period.It is identify to the energy awareness in 

optimaization.In this proposed scheme 
searches for more stable to optimization of the 
adhoc networks.  
In [2], we will also discuss some proposed 
solutions to detect and prevent these attacks. 
As MANETs are widely used in many vital 
applications, lots of research work has to be 
done to find efficient solutions against 
these DoS attacks that can work for different 
routing protocols. 
 
The authors [3] introduced denial of servies 
technique on network layer for MANET.It is 
specially designed for the wireless radio 
communication and take advantage of the 
protect the attacks and limited resource and 
centralized administration.  In [4], we propose a 
methodology for optimizing a solar harvester 
with maximaum power point tracking for self 
powered wireless sensor network nodes. We 
focuse on maximizing the harvester’s efficency 
in transferring energy from the solar panel to the 
energy storing device. A photovoltaic panel 
analytical model, based on simplified parameter 
extraction procedure, is adopted.  
 
This model predicts the instaneous power 
collected by panel the helping the harvester 
design and optimization procedure.Experimental 
results based on the presented design guide lines 
demonstrate the effectiveness of the adopted 
methodology. The objective of fouse on provide 
a through the cryptographic technique and 
statical feature for Mobile adhoc network. From 
this special characteristics is limited battery 
power , Mobility, packet dropping attack [5].In 
[6], A modeling  and of solar every harvester 
system is proposed that determine the 
optimization maximum the harvester efficiency 
in transfering energy from solar panel to the 
energy storing device. It is adopted for 
photovoltaic panel analytical model and 
simplified results in optimaztion. 
 
It is found to design in boosting efficiency .In 
this paper [7] proposed scheme is used SEAD 
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and specially design of DSDV & DOS is also 
adopted to product the in correct routing state in 
other wordes, even in spite of any device attack 
is commuincation over mutiple path without 
help of any infracture such as active system. 
 
III. PROPOSED WORK 
A. Block Diagram For Ecc-Eaack 
 
 

Data link                                                 
Medium access 

                                                                Error 
control 

 

 

                                                               
 

 
               Figure 1 ECC Encryption System 

The above diagram is describing the security 
purpose implemented through the data 
transmission. The transmission controlled by 
medium Access Control (MAC) through the 
cross layer from physical and data link layer 
.The purpose of the diagram is entering the  
encryption in source and detect the attacks to 
increasing packet density ratio. The logarithmic 
technique is used to an identify the fault of the 
packets and random development in text 
encryption. 
B. Proposed Scheme Development Algorithm 
 
Our proposed scheme development algorithm is 
select master file from embedded message 
button and choose any picture from the local 
drive,after selecting master file select output file 
to embedded message if the file should be 
compresse  and then click on check box 
compress and if the message should be 
encrypted message, if the message should be 
hidden then type message in messgae box and 

click on go button ,then dialog will be apper 
with operation is successful or not , close 
embedding message window by clicking on 
closed button ,to retriveing encrypted , hidden , 
compressed message click on retrive message 
button and select the output file and click on go 
button and enter the encrypted password for 
retrieving message. 
C. Equation For Ecc- EAACK 

 
The logarithmic cryptography encryption 

mechanism function equation is  
                                                               
(1) 
The coordinate and a and b are the independent 
vectors. The logarithmic function is a 
cryptographic parabolic function and less weight 
algorithm also, it is used to easily find out the 
fault identification and also over all system 
security. It is random text encryption node and 
the misbehaviour packect identification. 

D. Elliptic Curve Cryptography 
 

Elliptic Curve Cryptography (ECC) is an 
approach to public –key cryptography based on 
the algebric structure of elliptic curve over finite 
field. In order to distinguish different packet type 
in different schemes, we inculde a 2-b packet 
header in EAACK.According to the internet 
draft of DSR, there is 6 b reserved in the DSR 
header. In EAACK, we use 2 b of the 6b the flag 
different types of packet. 
 Eaack pubilc –key are secure assumming that it 
is diffcult to factor a large integer composed of 
two or more large prime factors. For elliptic 
equations are exceptions to the prescribed 
specifications of this template.  

The size of the elliptic curve determines the 
difficulty of the problem. The primary benefit 
promised by ECC is a smaller key size, reducing 
storage and transmission requirements—i.e., that 
an elliptic curve group could provide the same 
level of security afforded by an RSA-based 
system with a large modulus and 
correspondingly larger key—e.g., a 256-bit ECC 
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public key should provide comparable security 
to a 3072-bit RSA public key.For current 
cryptographic purposes, an elliptical curve is 
a plane curve which consists of points satisfying 
the equation  is  

                                                              
(1)                              

along with a distinguished point at infinity, 
denoted ∞. (The coordinates here are to be 
chosen from a fixed finite 
field of characteristic not equal to 2 or 3, or the 
curve equation will be somewhat more 
complicated) along with a distinguished point at 
infinity, denoted ∞. (The coordinates here are to 
be chosen from a fixed finite 
field of characteristic not equal to 2 or 3, or the 
curve equation will be somewhat more 
complicated).This set together with the group 
operation of the elliptic group theory from 
an Abelian group, with the point at infinity as 
identity element. The structure of the group is 
inherited from the divisor group of the 
underlying algebraic variety. 

As for other popular public key cryptosystems, 
no mathematical proof of security has been 
published for ECC as of 2009. However, the 
U.S. National Security Agency has endorsed 
ECC by including schemes based on it in 
its Suite B set of recommended algorithms and 
allows their use for protecting information 
classified up to top secret with 384-bit keys.  

E.  Flow Chart 
 

As per the chart figure (2) is ideals using the 
EAACK algorithm.In this source is connected in 
control message then the process made an ACK 
mechanism after that the process is completed 
while it will be generate through the 
intermediate node. The hope length is got the 
message mean that Encryption process will be 
produced, the message gets during the control 
message will be the coordinate and a and b are 
the independent vectors. The attack simulation 

process applicable by using the warm hole, 
flood, dos. 
The protocol sending through after 
complementation of the attack simulation. The 
protocol is applicable proper defiantly the 
message will be go through in destination 
node,If it is not protocol that it will be go the 
destination node , and then it will be process in 
the simulation analysis. 

 
FIGURE 2   ECC EAACK Algorithm 

 
IV. RESULTS AND DISCUSSION 

 
A   COMPARE ANALYSIS FOR DATA BITS VS TIME     

 
In this below figure the performance analysis 
between data bits vs time is plotted in the 
window, ECC EAACK shows better result to 
normal EAACK. 
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FIGURE 3 Compare Analysis for Data Bits vs 

Time 
 

B    Compare analysis for overhead vs. time 
module output  
 
In the below figure  the compare analysis 
between overhead vs time is plotted in the 
window, ECC EAACK compare shows better 
result to normal EAACK.  

 
FIGURE 4 Compare Analyses for Overhead Vs 

Time 
 
C  Compare Analysis for Energy Vs Time  
In this below figure the compare analysis 
between energy vs time is plotted in the 
window, ECC EAACK encryption compare 
shows better result to normal EAACK. 

 
FIGURE 5 Compare Analyses for the Energy 

Vs Time for ECC EAACK Encryption 
 

V.CONCLUSION AND FUTURE WORK 
 
The packet – dropping attack has always been 
a major threat to the security in Manet .We has 
to propose a novel IDS named ECC EAACK 
protocol specially designed for Manet and 
compared against other popular mechanism in 
different scenarios through simulation. 
Eventually we arrived to conclusion that ECC 
EAACK encryption scheme is more suitable to 
implement in MANETS. The existing system 
unfortunately, the open medium and remote 
distribution of MANET make it vulnerable to 
various types of attacks. For example, due to 
the nodes lack of physical protection, 
malicious attackers can easily capture and 
compromise nodes to achieve attacks.This 
paper achieved the PDR and attacks are smart 
enough to force ACK packets. Here we used 
EEAACK is designed to tackle three of the six 
weaknesses of Watchdog scheme, namely, 
false misbehavior, limited transmission power, 
and receiver collision.  
 
Proposed system includes Elliptic curve 
cryptography and Diffie–Hellman key 
agreement protocol, it self is an anonymous 
(non-authenticated) key-agreement protocol, it 
provides the basis for a variety of authenticated 
protocols, and is used to provide forward 
secrecy for web browsers application using 
HTTPS. We try to benefit from this scheme by 
use the key (which exchange it) as a secret key 
(That is, we know now the one of the 
advantages of the Diffie–Hellman key exchange 
system) and we are using Elliptic curve 
cryptography for encryption and Decryption.We 
proposed two different methods to encrypt and 
decrypt the message. In the EDCH method, we 
support the system more security of the 
EEAACK method, because the sender compute 
the exponentiation function between the 
coordinates of the key in the encryption 
algorithm (use fast exponentiation method), and 
the receiver compute the inverse of the 



ADAPTIVE ACKNOWLEDGEMENT FOR MANET USING EAACK ALOGRITHM TO IMPROVE PACKET DENSITY  
RATIO… S.Kannadhasan et al., 

 

38 | P a g e  
 

exponentiation function between the coordinates 
of the key in the decryption algorithm. 
 
REFREENCE 
 
[1] Alalgaha. K, Bertin. M. H, Dang. T, 

Guitton. A, Minet .P, Val. T, and Viollet. 
J.B, “Which wireless technology for 
industrial wireless sensor networks? The 
Development of OCARI 
technology,”IEEETransctions, , Vol. 56, No 
10, pp 4266-4278, 2009 

[2] Akbani. R. H, Patel. S, and Jinwala. D. S,  
“DOS attack in mobile adhoe Networks: A 
survey,” in proc. 2nd Int. Meeting, Rohtak, 
Haryana, India, pp. 553-541,2012. 

[3] Butty. L and Hubau. J. P, “A security and 
cooperation wireless 
networks,”Uk:Cambrige Networks, 
University. Press,2009. 

[4] Dondi. D, Bertachini. A, Brunelli. D, 
Larcher. L, and Benini. L,M, “Modeling and 
optimization of a solar energy harvester 
system for self-power wireless sensor 
network,” IEEE Transctions, Industrial 

Electronics, Vol. 55, No. 7, pp.2759-
2766,2008. 

[5] Gungor. V. C, and Hanck. G. P, “Industrial 
wireless sensor networks: challenges, design 
principle, and technical approach,” 
IEEETransctions, Industrial Electronics, 
Vol. 56, No 10, pp. 4258-4265,2009. 

[6] Lee. J. S, “A petri net design of command 
filter for semiautonomous mobile sensor 
network, Vol. 55, pp. 1835-1841,2008.  

[7] Sign. M, Maheswari. M and Kumar. N, 
“Security and trust and mangement in 
Manets, in Communictions computer and 
information science, New York:springer-
Verlag, pt. 3, ppt. 384-387,2011. 

[8] Tabesh. A and Frechette. L. G, (2010), “A 
low power stand-alone adaptive circuit for 
harvesting energy from a piezoelectric 
micropower generator,” Industrial Electrical 
and Electronics Transctions, Industrial 
Electronics, Vol. 57, No. 3, pp. 840-
849,2010.  

 

 

 

 
 
 
 
 
 
 
 
 
             

 


